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WDDC - Restricted Drug Site Account Setup Guide

BEFORE YOU BEGIN

This guide is for legacy restricted access users and new users who have already received approval from
WDDC administration. If you have not yet received approval, please contact Customer Service before
proceeding.

Register Your Account

Navigate to the WDDC website and open the Restricted Drug Access panel using the button in the top navigation.
Complete the registration form to create your account.

Supplier Area  Restricted Drug I CIIDRestricted Drug Access I & Signin J

Membership Event Calendar Careers Continuing Educ~on Classified Ads Contact Us Polides

Restricted Drug Site Access

. .
Restricted Drug Site Accpst
Go to Restri ”,ug Websib Only proceed with self onboarding if administration

has contacted you with instructions. If you have
mailed your signature forms and have not heard
from an administrator, please contact Customer
Service.

WDDC Member Number

@ 99999

Nemeric. 5 digits.

9 Province of License Registration
IManitoba ~

License Number

6 00999

WDDC website — Restricted Drug Site Access registration panel with numbered steps

Click "New Restricted Drug Access" in the top navigation bar

Select "Register"

Enter your WDDC Member Number

Select your Province of License Registration from the dropdown

Enter your License Number

Click "Continue™ — you will be redirected to the setup portal
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WDDC - Restricted Drug Site

LICENSE NUMBER REQUIREMENT

Account Setup Guide

Your license number must be exactly 5 digits. If it is shorter, add leading zeros to reach 5 digits. Example: 364
becomes 00364. Entering fewer than 5 digits will display a validation error.

2 Enter Your Credentials & Acknowledge MFA

The setup portal displays two panels: an MFA Security Requirements panel on the left, and your Veterinarian
Setup form on the right. Read both carefully before proceeding.

veterinarian may access this account.

& Important: MFA Security Requirements

We are enhancing the WDDC restricted drug access ordering portal to include multi-
factor authentication (MFA) to comply with Health Canada guidelines.

Once your licence number has been verified, you will be asked to complete your
contact details by entering your personal email address and personal cell phone
number to complete setup for future orders.

Requirements
* Use your personal email address—not a general clinic email or shared inbox.

+ Provide a personal cell phone capable of receiving SMS text messages directly to
the licensed DVM.

* No general clinic numbers, landlines, or shared clinic cell phones are permitted.

+ Only the prescribing veterinarian may access this account under WDDC policy.

{\ Work at multiple clinics?

If you currently share time between clinics and place orders for those clinics,
you must establish a unique, separate email address for each clinic.

Using the same email address across multiple clinic accounts is not permitted
through the MFA system.

| have read and understand these requirements

N

Confirm & Continue .
2

MFA Security Requirements panel — read and acknowledge before
continuing

SECURITY REQUIREMENT — PERSONAL CREDENTIALS ONLY

A personal and secure email address and personal mobile phone number are required. Shared clinic
emails, general inboxes, landlines, and shared cell phones will not be accepted. Only the prescribing

& SECUHE NVITATION
Veterinarian Onboarding

Contact details

T dirsctly from your legacy =

MEMEER NUMBER LICENCE NUMBER Note:
99999 LICAB00989 i
Ermai saress
@ g Jesminebasset@hatmad.com
]
Mot phane
0 9 20490971353
©

& Save your credentials

ety BEfOrs you ConinGE.

jasminebasset@hotmail.com WESTERN DRUG DIST LICABOOS99 6 e$TS340ZHZTHSHNY
CENTER LIMITED

(99999)
6

WODC SURRon teviews every request and vl emall you once the zccount is enabled

Veterinarian Setup form — enter personal email, mobile number, then
submit

- Review your pre-filled clinic snapshot — if credentials do not match WDDC records, you will receive an error
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Restricted Drug Site Account Setup Guide

Enter your personal email address (this becomes your sign-in username)

Enter your personal mobile phone number

Read the MFA requirements, check "I have read and understand these requirements”, then click "Confirm &
Continue"

Click "Submit Details™ — your account is now in a pending state

Note your Temporary Password displayed on screen, then click "Download Credentials”

MULTIPLE CLINICS

If you place orders for more than one clinic, you must use a unique personal email address for each clinic
account. The same email address cannot be used across multiple clinic accounts in the MFA system.

3| Save Your Temporary Login Credentials

After submitting, the system generates a temporary password for your account. Download and save these
credentials — you will need them to sign in once your account is approved.

=] 4 estixt wddc

File Edit View i)

WDDC Veterinarian Account Credentials
Email: jasminebasset@hotmail.com

Clinic: WESTERN DRUG DIST CENTER LIMITED ( )
License #: LICAB@@999

Temporary password: n%Gxk2WiERKts2R!

The temporary password may be used once. You will be
prompted to set a new password when you sign in for the
first time.

Please delete this file after you have saved the
credentials in a secure password manager.

Downloaded credentials file — opens automatically in Notepad

IMPORTANT — STORE YOUR CREDENTIALS SECURELY

The downloaded file opens in Notepad. Save it somewhere accessible so you can copy and paste your
temporary password at first login. The temporary password can only be used once. Once you have saved it to a
secure password manager, delete the file.
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4 Wait for Account Approval

WDDC administration reviews every request and will activate your account within 1 business day. No further
action is required from you during this time.

WDDC

Hello Dr Jasmine Bassett,

Great news! Your WDDC Restricted Drug account for WESTERN DRUG
DIST CENTER LIMITED has been approved and is now active.

Next steps:

1. Use your email and temporary password provided at the time of
onboarding

2. Create a new password

3. Complete security questions

4. Start ordering

If you did not initiate this request or have any issues signing in, contact
WDDC Customer Service: 780-413-2163 or 877-746-9332.

Account approval confirmation email — click "Sign in here" or sign in via the WDDC website

Once approved, you can access the site two ways:

- Click "Sign in here" directly from the confirmation email, or

n Go to the WDDC website — New Restricted Drug Access — Go to Restricted Drug Website

9 | Sign In & Create Your Permanent Password

Use your personal email and temporary password to sign in for the first time. You will be immediately prompted
to create a new permanent password.
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— —

WDDC WDDC WDDC.
S]gn in & jasminebasset@hotmail.com jasminebasset@hotmail.com
Sign in to access WDDC EXTERNAL Enter password Update your password

You need to update your password because this is
the first time you are signing in, or because your
password has expired.

jasminebasset@hotmail.com

Forgot password?

“onn |

Enter your email and click Next Enter your temporary password Confirm password

bu rent password

New password

Create your new permanent password

Your new password must be a minimum of 8 characters and include at least 3 of the 4 character types below:

_

Uppercase letter A-Z
Lowercase letter a-z
Number 0-9
Symbol 'Q#$%"&*

COMMON PASSWORD ERRORS

* "We've seen that password too many times before" — choose something more unique and harder to guess.
 "Passwords can't contain your user ID" — your password must not include your email address and must meet
the 8-character minimum with 3 of the 4 character types.

6 | Set Up Your Security Questions

After setting your password, a mandatory Security Setup wizard will launch. This cannot be skipped. You will
choose and answer 3 security questions, which are used to verify your identity when updating your display name
or phone number.
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Security Setup Reguired % Sacurity Setup Required x Security Setup Required %
a

@ T . 3 = ) O O O )

@ ® @ ? * (o] (2] L] @ = @ < L @ =]
Introduction  Guestion 1 Queston2  Question 3 Raview ntreduction Guestion 1 Ouestion 2 Guestion 3 el Introduction Question 1 Question 2 Question 3 Review

Security Question 1 Review Your Answers
a @1 What was the name of your first pet?
Setect Question
Pierogi

%

Protect Your Account

To ensure the security of your narcotic orders, we piel oo P HDOSRT @ & o w'?at IEVOLE VIR Ve
require all veterinarians to set up 3 security questions. What |s the city of your birth? ' & o¥iginalapaca fam
These questions S—— What is your mother's maiden narme?
. @3 What was the make of your first car?
What was the make of your first car?
A Rolls-royce
Note: Answers a Wht i the name of your feverite teacher? v
This setup is mandatary and cannot be skipped W
Introduction — Security Setup is mandatory Select a question from the dropdown Review your answers, then Save & Continue
SECURITY & PRIVACY

Your security question answers are stored on a secure, encrypted server. Answers are not case sensitive.
WDDC administration cannot view or access your answers at any time.

Setup Complete — You're Ready to Order

Your account is now fully active. Going forward, access the Restricted Drug Site via the WDDC website: click
Restricted Drug in the navigation, then New Restricted Drug Access — Go to Restricted Drug Website.

g—
W DC 'y Supplier Area  Restricted Drug  {[IDpRestricted Drug Access m Restl‘lfted Dl‘ug Site ﬂCCE'SS H

Register

a Membership Event Calendar Careers Continuing Education Classified Ads Contact Us Polides

Select "Go to Restricted Drug Website"

Learn more
about us...

WDDC website — locate "New Restricted Drug Access" in the top
navigation

Important Reminders
» After completing setup on the new site, you will no longer have access to the legacy restricted drug site.
» Keep your login credentials stored securely in a password manager and accessible for future use.

 For assistance, contact WDDC Customer Service: 877-329-9332 ext. 1514 or 1901, or email mservice@wddc.com.
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